S33 – Private Maritime Security 

Companies Selection Criteria

PRIVATE MARITIME SECURITY COMPANIES SELECTION CRITERIA
Initial inclusion into the Company database will be granted to companies that can satisfy the approval criteria. Evaluation of contractors is based on the ability to provide documentary evidence of compliance with IMO MSC.1/Circ.1405/Rev.2 
All companies wishing to be included on the company Database shall provide the following: 

General

	Documents
	Yes
	No
	Objective Evidence Attached

	1. Details of company structure and place of registration
	
	
	

	2. Details of company ownership
	
	
	

	3. Details of financial position (e.g. annual accounts / bank references)
	
	
	

	4. Details of extent of insurance cover (in particular covering third party risks). 

PMSC should provide evidence that they hold, and will maintain, for the duration of the contract the following: -
	
	
	

	a. Public and employers liability insurance cover
	
	
	

	b. Personal accident, medical expenses, hospitalisation and registration insurance. 
	
	
	

	5. Details of Senior management experience
	
	
	

	6. Details of quality management indicators – Certified 
7. ISO 28007-1:2015.
	
	
	

	8. Evidence supplied of company turnover in armed security personnel.
	
	
	


PMSC Background Information

	Documents
	Yes
	No
	Objective Evidence Attached

	1. Details of maritime experience. 
	
	
	

	2. Written procedures on management including team leading skills, chain of authority, change in command, responsibilities in life saving. 

The following items should also be confirmed:

· Uniform required to be worn.

· No less than 3 team members.


	
	
	

	3. Written Procedures  on :

· Weapons used in incidents? 

· For weapons if the vessel that the security personnel are protecting is about to be seized?
	
	
	

	4. Confirm understanding of Flag State, Port State and Coastal State requirements with respect to carriage and usage of firearms. 
	
	
	

	5. Provide written testimonials / references from previous clients in the maritime industry. 
	
	
	

	6. Confirm with documentary evidence that firearms are procured (not hired), transported, embarked and disembarked legally. 

Documentary evidence includes invoices, EUCs, export certificates and flag state letters of authority supplied under the PMSC’s name and authorised by a government agency where appropriate.
	
	
	

	7. Confirm understanding of the piracy threat including the military operations in the area and the means to maintain current knowledge. 
	
	
	

	8. Confirm understanding of BMP and, in particular, ship protection measures. 
	
	
	

	9. Provide details on access to legal advice on a 24/7 basis. 
	
	
	

	10. Firearms:

· No handguns, pistols, machine guns, fully automatic weapons and shotguns (effective 01 January 2016) 
· No more than 3 firearms per embarked guard.
· Maximum amount of ammunition per firearm permitted <250 rounds


	
	
	


Selection and Vetting of PMSC Employees

	
	Yes
	No



	1. Criminal background checks
	
	

	2. History of employment checks. 
	
	

	3. Military and law enforcement background checks, where applicable. 
	
	

	4. Records of medical, physical and mental fitness of personnel (including drug and alcohol testing). 
	
	

	5. Verifiable system in place to ensure continued suitability for employment of their personnel. 
	
	

	6. Documentary evidence of relevant experience and certification in the use and carriage of firearms to be deployed. 
	
	

	7. Systems for provision of security identity documentation, travel documents and visas. 
	
	


Training of Privately Contracted Armed Security Personnel

	To ensure privately contracted armed security personnel have the required knowledge and skill sets to work onboard vessels in a safe manner, PMSCs must confirm they have adequate training procedures in place covering: 
	Yes
	No

	1. Comprehensive and detailed records of training, both initial and refresher training, available for inspection. 
	
	

	2. Subject to any additional requirements of the Flag State, PCASP have received, as a minimum, shipboard familiarisation training, including communication protocols. 
	
	

	3. Personnel trained and qualified to documented Company standards in the appropriate use of force following principles / guidelines recognised by the Flag State. 
	
	

	4. Personnel trained to operate the specific firearms and other security equipment that will be used on the vessels on which they will operate. 
	
	

	5. Personnel given medical training to recognised international standards. 
	
	

	6. Personnel given appropriate training and/or briefing with specific reference to the vessel type, where that vessel will be trading and the provision of the ISPS Code, ISM Code and BMP. 
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